The Museum of Archaeology, Paleontology & Science, Inc. (MAPS)
Records Retention & Destruction Policy
1. Purpose
The purpose of this Policy is to ensure that the Museum of Archaeology, Paleontology, and Science (MAPS)—operating as a registered 501(c)(3) organization in the State of Florida—maintains, retains, and securely destroys its records in full compliance with IRS guidelines, Florida statutes, and data privacy regulations.
2. Scope
This policy applies to all operations of MAPS, including online ticket sales, seasonal educational camps, financial processing, and collections. It governs all media types, including physical paper documents, electronic files, server logs, third-party database records, and cloud storage. It applies to all employees, volunteers, board members, and third-party contractors.

3. Record Retention Schedule
Records are categorized by departmental and operational compliance requirements. They must be retained for the minimum periods specified below.
💳 Payment Card & Online Ticketing Data (PCI DSS Compliance)
MAPS enforces strict limitations on the storage and retention of payment data to comply with PCI DSS Security Standards.
· Cardholder Data (PAN, Cardholder Name, Expiration Date): Do Not Store unless there is a verified business or legal need. If stored via the online ticket system, data must be encrypted and deleted automatically within 90 days.
· Sensitive Authentication Data (CVV, CVV2, PIN, Magnetic Stripe Data): Strictly Prohibited. This data must never be stored post-authorization, even if encrypted.
· Online Ticketing Sales Logs (Transactional History): 7 years (to align with IRS audit requirements for gross receipts).
· PCI Compliance Quarterly Verification Logs: 3 years.
⛺ Camp & Student Records
Records involving minors carry prolonged legal liability profiles under Florida state law.
· Student Camp Registration Forms & Attendance Logs: 7 years past the end of the calendar year.
· Student Medical/Allergy Forms & Parental Waivers: 7 years after the camper turns 18, ensuring coverage beyond Florida's extended personal injury statute of limitations for minors.
· Camp Incident & Accident Reports: Permanent (or at minimum 7 years after the minor turns 18).
· Staff/Volunteer Background Checks (Level 2 Screenings): 7 years after termination of service.
🏛️ 501(c)(3) Governance & State Compliance
Per Florida Statute 496.418 and IRS regulations, general charitable activities and governance documents must be maintained to demonstrate transparent public operations.
· IRS Determination Letter & Form 1023 Application: Permanent
· Articles of Incorporation, Bylaws, and Board Minutes: Permanent
· IRS Form 990 (Annual Information Returns) & Schedules: Permanent
· Charitable Solicitation Registration (Florida Form CH): 3 years minimum (per Florida Law).
🦖 Curatorial & Collections Management
Museum collection records have permanent legal and historical significance and must never be destroyed.
· Deeds of Gift and Accession Records: Permanent
· Provenance and Deaccession Documentation: Permanent
· Loan Agreements (Incoming & Outgoing): Permanent
· Field Notes and Archaeological/Paleontological Excavation Data: Permanent
💰 General Finance & Human Resources
· Annual Audited Financial Statements: Permanent
· Accounts Payable/Receivable Invoices and Receipts: 7 years
· Grant Applications and Final Financial Reports: 7 years after grant closure
· Personnel Files (I-9s, Performance Reviews): 7 years after termination
· Payroll Records and Tax Disclosures (W-2, W-4): 7 years

4. Destruction of Records
Records must be destroyed in a manner that ensures data security, identity theft protection, and compliance with the Florida Information Protection Act (FIPA).
· Paper Records: Must be shredded using a cross-cut shredder, pulverized, or burned. Shredding bins for camp health forms and donor checks must remain locked until processing.
· Electronic Records & Databases: Digital student files and online ticket buyer profiles must be purged securely using data sanitization software.
· Payment Card Data Verification: The Operations Department must perform a process at least once every three months to verify that any credit card or transactional database account data exceeding the approved retention period has been securely rendered unrecoverable.
· Documentation: A permanent Certificate of Destruction log must be maintained by the Operations Department, recording the date, specific category of records, and the name of the staff member supervising the destruction.

5. Litigation Hold & Legal Proceedings
If MAPS is involved in, or reasonably anticipates, any lawsuit, government investigation, or audit, a Litigation Hold will be issued.
⚠️ CRITICAL RULE: All retention schedules for related documents are immediately suspended. No records subject to a Litigation Hold—including camp registries, online ticket transactions, or financial histories—may be altered, deleted, or destroyed until legal counsel explicitly lifts the hold.

6. Policy Enforcement & Review
The Director of Administration serves as the Policy Administrator. They are responsible for overseeing implementation, managing data sweeps, and training seasonal camp staff on information safety. This policy will be reviewed every 3 years to align with evolving IRS rules, PCI DSS updates, and Florida statutes.
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